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1. INTRODUCTION: 
 Many organizations are releasing microdata everyday for business and research purposes. This data does not 

include explicit indenters of an individual like name or address but it does contain data like date of birth, pin code, sex, 
marital-status etc. which when combined with other publicly released data like voter registration data can identify an 
individual. This joining attack can also be used to obtain sensitive information about an individual, thus, putting the 
privacy of an individual in grave danger. 
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Fig. 1 Linking to re-identify data 

  Agencies and other organizations often need to publish microdata, e.g., medical data or census data, for research 
and other purposes. Typically, such data is stored in a table, and each row corresponds to one individual. Each record has 
a number of attributes, which can be divided into the following three categories: 

 Attributes that clearly identify individuals. These are known as explicit identifiers and include Social Security 
Number, Address, and Name, and so on.   

 Attributes whose values when taken together can potentially identify an individual. These are known as quasi-
identifiers, and may include, e.g., Zip-code, Birthdate, and Gender.  

 Attributes that are considered sensitive, such as Disease and Salary. 
  
  When releasing microdata, it is necessary to prevent the sensitive information of the individuals from being 
disclosed. Two types of information disclosure have been identified in this paper: identity disclosure and attribute 
disclosure. Identity disclosure occurs when an individual is linked to a particular record in the released table. Attribute 
disclosure occurs when new information about some individuals is revealed, i.e., the released data makes it possible to 
infer the characteristics of an individual more accurately than it would be possible before the data release. Identity 
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