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Abstract: Any innovative approach is end result of solving hurdles which were arising during research work. These hurdles 

are nothing but some limitations or constraints which indicate us for dead end and thus researcher will try to find new way 

to solve problem. For 3C: Customized Cascaded Cryptography application on packet in real mean will be very difficult. 

There were few constrains arise in terms of firewall policy, Commands and Encryption Policy. Finally it will conclude in 

own customized tool to be developed for application of 3C concepts for packet encryption. 
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I. INTRODUCTION 

Network Encryption means encryption services which are provided in network layer. Packet security or packet encryption 

is one of the latest concepts in data security field. IPsec and SSL are two major services through which this security can be 

achieved. 

But 3C is most efficient way to do packet encryption in terms of cost and usability. 

In the network, packets have payload in plain text which can be easily monitor through network traffic monitoring systems( 

software). So now a day it is mandatory to encrypt packets, thus intruders (sniffers) will not be able to trace payload from the 

encrypted form.  

II. OVERVIEW OF SYSTEM 

Generally TCP IP packet has TCP header which determines which determines where packet should go within the network 

and IP header is used to determine where data should reach to get data from a to b within the network. 

                        

                      Fig. 1 General IP packet with ISO layer                                                    Fig. 2 General IP packet with header detail 
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