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Abstract:  Popular payment mode which is credit card is acquired both offline and online that provides us with its great advantage 

of cashless transaction. A credit card is a convenient financial product that can be used for everyday purchases such as gas, 

groceries, and other goods and services. It becomes very easy, suited and groovy to make payments and other transactions 

through credit card. Credit card fraud is also growing along with the development in technology. Along with improvement in the 

global communication the economic fraud is remarkably increasing in the global communication. It is being recorded every year 

that the loss due to these fraudulent actions is billions of dollars. These activities are carried out so gracefully which looks similar 

to authentic transactions. Therefore, to have a systematized method of fraud detection has become a need for all banks in order to 

minimize heu and cry and bring order in place. Thus techniques of KNN and outlier detection are implemented to optimize the 

best result for the fraud detection problem. These methods are proved to slash the false alarm rates and enlarge the fraud detection 

rate. KNN and Outlier detection are quiet familiar area of research. Outlier Detection is absolutely important task in various 

application domains. Earlier outliers were considered as noisy data and now it has become severe difficulty in various areas of 

research. The discovery of outlier is useful in detection of unpredicted and unidentified data in certain areas like fraud detection of 

credit cards, calling cards, discovering computer intrusion and criminal behaviors etc. Whereas KNN (k-Nearest Neighbor) is 

used for classification because of its interpretation and low calculation time. 
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Due to popularity of online shopping, credit card fraud becomes one of the biggest issue for customers. According to an 

ACNielsen study conducted in 2005, one-tenth of the world’s population is shopping online [1]. Retailers like Wal-Mart typically 

handle much larger number of credit card transactions including online and regular purchases [3]. In past, people was only doing 

online transaction via net banking. But Nowadays, there are various apps available like paytm, google pay, Square cash, Zelle, 

various UPIs and etc. In General, customers are using online transaction because of good discount, cashback and fastest way of 

completing transaction. Mostly, customers using online mode of transaction for shopping purpose. There are two ways for shopping 

physical card online and virtual card online. In physical card online, theft steal credit card and set up signature for purchase. In 

virtual card online, attackers steal some confidential data of credit card like card number, expiry date and cvv etc. Due to credit card 

hacking customer will loss valuable good and money. Hence, an effective system is required to detect fraudulent. There are various 

machine learning techniques are introduced to find fraudulent. Normally, KNN, SVM, HMM and GA techniques are used. In this 

paper, we have surveyed credit card techniques using KNN and outlier detection. 

II. LITERATURE SURVEY 
Detection of fraud is quite a complex task, there is no such system which will correctly predicts any fraudulent.  

The properties for a good fraud detection system are: 

1. Should accurately identify the frauds. 

2. Should detect the frauds quickly. 

3. Should not misjudged a genuine transaction as fraud. 

Techniques used in fraud detection can be divided into two: 

 1) Supervised techniques - Supervised techniques where past known fraud cases are used to build a model which will produce a 

suspicion score for the new transactions.  

 2) Unsupervised techniques - Unsupervised are those where there are no prior sets in which the state of the transactions is 

known to be fraud or legitimate. 

 

2.1 Credit Card Fraud Detection System Using Hidden Markov Model and K-Clustering [3]. 
The author uses the ranges of transaction amount as an attribute in the HMM. The author has suggested method for finding the 

spending profile of cardholders. It is also discussed how the HMM can identify the fraudulent transactions. 

 

 Advantage:  
• The detection of the fraud use of the card is found much faster that the existing system.  

• In case of the existing system even the original card holder is also checked for fraud detection.   

• We can find the most accurate detection using this technique. 

• This reduces the tedious work of an employee in the bank. 

• Scalable for large data set as well. 

 

Dis-advantage: 
• It has large number of unstructured parameters. 

• HMM cannot express dependencies between hidden states. 
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