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Abstract— With the increase use of internet there are various 

malicious entry point which is affected to sensitive 

information. To access the patient’s medical parameters in 

local and remote area, healthcare communication using 

Internet of Things (IoT) method is adapted. The main 

objective of this project is to transmitting the patient’s health 

monitoring parameters through wireless communication.  It 

is most importance that a healthcare system security and 

privacy play an important role in protecting medical data 

which is being used by the healthcare professionals. After 

that it is important phase during storage to ensure that 

patient’s records are kept safe from intruder’s danger. In this 

paper, we analyze the fundamental security challenges and 

constraints of healthcare system. In this paper we find several 

possible attacks on medical data which is store in cloud 

database and survey different security requirement to protect 

the healthcare database. 
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I. INTRODUCTION 

Using of Internet of Things (IoT) and sensors in the 

healthcare has become increasingly important in many 

countries in the recent years. IoT-based modern healthcare 

system is one of the most prescriptive technologies to 

achieve the better quality life. In the healthcare system 

several various type of low-power and lightweight wireless 

sensor nodes connected to each other and create a network 

that are used to monitor the human body functions and 

surrounding environment. Since their nodes are used to 

collect sensitive information accordingly, they require strict 

security mechanisms to prevent malicious interaction with 

the system [1]. At present, an IoT technology in healthcare 

system is still in its initial phase of development and 

deployment. However, there is no doubt that the importance 

of IoT (Healthcare) in future daily life will increase 

extensively just like the Internet today [2]. People usually go 

to the healthcare centers nearby their residence for health 

services and their health information is kept secured in the 

local databases of those healthcare centers. However, 

patients sometimes may need to get services from different 

healthcare centers for various reasons, including but not 

limited to unavailability of service on holidays, need for 

specialized care at specialized centers, travelling away from 

usual residential area, and moving residence. The stored 

health information in a healthcare center is usually 

accessible only to healthcare personnel of that center. For 

every healthcare center, there are separate systems to record 

patients’ health information, and information flow between 

systems is limited. For example a patient having health 

records in three different hospitals (A, B and C). Doctors of 

a hospital A cannot access the patient’s health records that 

are stored in two other hospitals B and C. As a consequence, 

 

 

 

 

  

Here, doctor store the all the information regarding to 

patient health in cloud so doctor does not know where the 

information is stored away. In numerous cases, this can be 

an issue. Due to consistency and information protection laws 

in different countries, locality of information is of most 

extreme essentialness in numerous architectures of 

organizations [4]. 

 
Fig. 1: Security Architecture of IoT 

B. Data Integrity  

The storage system must ensure the integrity of medical 

records. In particular, it must ensure the integrity of medical 

records even in the case of malicious insiders. Integrity 

verifies that your information is stays as it is approved client 

that can change our information. The security mechanisms 

must identify any tampering of information [5]. Integrity 

means preserving the accuracy and consistency of data. In 

the health care system, it refers to the fact that data has not 

been tampered by unauthorized use [6].  
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