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Instructions:

1. Attempt all questions.

2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.

4. English version is considered to be Authentic.

Q.1

Q.2

Q3

Answer any six out of Ten. (2 Marks Each)

What is Information Security?

Define Encryption & Decryption.

List out Information Security Services.

What are threats?

Write Applications of Public Key cryptosystems.

List out Requirements for Public-Key Cryptography.
What is public key?

What is Private Key?

9. What is Cryptography?

S A e

10. Using Rail fence Cipher perform Encryption with plaintext: Information Security & depth: 3.

A) write short note on Steganography.
OR
A) Explain one time pad.
B) Difference between Active and Passive Attack.
OR
B) Difference between warm & virus.
C) Explain Hill cipher and perform encryption on a given plaintext.
Plain text: Cyber crime
Key: 8 1
15
OR
C) Explain Hill cipher and perform decryption on a given plaintext.
Cipher text: OQFGAZ
Key: 31
52

D) Explain and draw diagrams of Digital Certificate.
A) Explain Asymmetric key model.
OR
A) Explain symmetric key model.
B) Explain Caesar’s cipher and perform encryption and decryption on a given plaintext with key
value 3.
Plain text: Computer & Networks security
OR
B) Explain Caesar’s cipher and perform encryption and decryption on a given plaintext with key
value 5.
Plain text: Introduction to Information Security
C) Explain playfair cipher and perform encryption and decryption on a given plaintext with key
value digital. Plain text: Communication
OR
C) Explain playfair cipher and perform encryption and decryption on a given plaintext with key
value india. Plain text: Good Moring
D) Difference between Centralized and Decentralized Key infrastructures.
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1. 000000 0000000 booo ooo?
2. 00000000000 00000000000 Ubo oooooobooao.
0. 000000 000000y oo ouoo ooooo.
4. 000000000
0000 ooogooooodn o0 ooouog oo oogoooooooooooon.
Oo0ooo-o0 ooogoooogoooon oo toooooooodo oooo ooo o,
. 00000000 oooge
00000 oo oooooog?
.JO00000o0ooooooo ooog oog?
10. OO0 ODO0OO0OO0 OO0OO0 OO0 oo Obooobooo oooo ocoooooooooo
Ooooboo oo oo Doobooooboo oo 000 oooooo 3.
0)0D000000D000no 0b 00000 0ooo ooo.

oooo

O 00N O U

0)00 0000 oooooooon.
(O)DOODOO 000 000000000 0000000 goooon.

0ooo
(O)yooooooooooD ooooono oogoo.
00)00D0 00000 000000 00D 0Db00 D000 D000 00 0D00DODO0DO0OD 0oo.
godoooob: bopgo oogooo
00:00
15
goon
C) 000 00000000000 00000000000 000D 00 0noDonoo0noD ooo.
Cipher text: OQFGAZ
00:01
54
00)0D0000000Db00000000 000000 000000 000 oooo.

0) 000000000000 00000 0oooDo.

¥Ydql
O)yoooooooo oo 00000 oooooo.
00) 000000 000000 0opudoD 000 00O DooUo3 000D U0oUuo ogoo
0ooo oo onopoooooob oo Oboguooooo 00D, o0Dboo Dood:
0oooooofdo oo ooooooD boooooo

ooon
00) 000000 0000000 0D0DUD 00O 0O L0000 11 D000 U000 oooo
D000 00 oufdoooopoodD 00D Uo0dooo0oDD DO, Plain text: Introduction to
Information Security
00) 0000000 00000 oooo00 0db 00 000000 Doo0oD oooo oDooog
Oo00D 0000 00 0o0Don0Dub0 D00 00000000 0D DOO. Plain text:
Communication

ooon
C) 000000 0o00Do0 000000 00D 00Do Dooo oono oo
Ooooooooooon oo oo oogoo oo oood oooo 0o .
Joooo oooo: 0o onoooon
OO 00000o00ooonD 000 00000000000 0ooonoo ooooo ooooooo
goooo.
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